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Abstract 

The rapid development of technology, including the internet, can trigger data security issues that harm individuals, organizations, or 

government agencies. One type of attack often used is a Brute Force attack, which falls under the category of cybercrime. The National 

Institute of Standards and Technology (NIST) often analyzes digital evidence in these cases. This study analyzes Brute Force attacks 

using NIST methods on a router that is an additional router to the main router. On the network at the Faculty of Engineering, 

Universitas Muhammadiyah Magelang (UNIMMA), information about the attack and patterns used by the attacker were successfully 

obtained, including the IP address and time of the attack. It is concluded that the additional router is vulnerable to Brute Force attacks, 

and firewall settings are necessary to secure it. 
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I. INTRODUCTION 

ECHNOLOGICAL developments are getting faster, which can trigger problems for the technology 

itself [1]. It causes the internet to be a media used for data theft, be it individual data, organizations, 

or government agencies. One type often used is the Brute Force attack [2]-[3] to attack servers or 

routers. This attack is included in the DDoS category and is a cybercrime [4]. In this case, handling is not 

enough to use evidence in the form of photos or videos because related parties can manipulate it. Therefore, 

further investigation is needed. 

Since a router is a device used to send data packets across a network, almost every company in the 

technology industry has a network managed by a router. The network administrator is, of course, 

responsible for managing the router. The task of a network administrator is not exactly easy because the 

administrator must protect his network from attacks that can damage routers [5]-[6]. Of course, this 

dramatically affects performance and harms the affected party. Therefore, the use of the National Institute 

of Standards and Technology (NIST) method aims to analyze the process of investigating cybercrime cases 

and presenting digital evidence [7]-[8]. This method is often used to conduct analyses to obtain information 

on digital evidence [9]. 

Muhammadiyah University of Magelang (UNIMMA) has a computer network installation and a website 

operationally managed by the Information Systems Bureau (Biro Sistem Informasi-BSI). The network is 

distributed to various rooms in the UNIMMA engineering building using a router. The router from BSI is 
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connected to the Administrative Room of the Faculty of Engineering (Tata Usaha-TU), the S1 computer 

lab, and the D3 computer lab. In the TU room, the network is divided again into the Faculty of Engineering 

lecturer rooms via a router. Slightly different in the S1 computer lab room, the network is distributed using 

a switching hub to the three lab rooms. Routers were installed in the two lab rooms to avoid network clashes 

when used for student practicum. Then in the D3 computer lab, the network is divided into two rooms via 

a router. Attacks on installations and websites have often disrupted the activities and performance of the 

UNIMMA computer system. Therefore, a security measure is needed to overcome them [10]. 

Referring to the literature discussion and computer network installation at UNIMMA, this study will 

conduct a Brute Force Attack Analysis Using the National Institute of Standards and Technology (NIST) 

Method on Routers. The application of the NIST method in this study is very suitable because there is a 

technical guide SP 800-127 "Guide to Securing Wi-Fi Networks" which provides general guidelines and 

recommendations regarding configuration, authentication, and encryption to improve Wi-Fi network 

security. The research was conducted on computer networks at the Faculty of Engineering by preparing 

scenarios using one of the routers in one of the labs as an object. The result managed to get the device's IP 

address that the attacker can exploit and the attack pattern. 

II. RESEARCH METHOD 

In this study, the methodology used is the NIST method. In carrying out the NIST method, there are 

several stages: Collection, Examination, Analysis, and Reporting. To get a good research results, a 

flowchart [11] is presented in Fig. 1.  

 

 
Fig. 1. Research Flowchart 

A. Research Flow 

After knowing the background of the problem, data collection will be carried out and continued to create 

an attack scenario. Then apply the NIST method to make conclusions about the research that has been done. 

1. Attack on UNIMMA Routers 

Brute force attacks on routers, whether they belong to individuals, organizations, or government 

agencies, aim to steal data such as usernames and passwords. Routers that are attacked will experience a 

severe impact on their network installations. For example, this attack once occurred on a computer network 

installation and the UNIMMA website, disrupting the activities and performance of the UNIMMA 

computer system. In addition, attack documentation will be produced using digital forensic tools and 

techniques so that it can be used as a preparation for future mitigation and development. 

2. Data Collection 

At this stage, the researcher collects several papers from proceedings, journals, and other data sources 

related to methods, tools, and digital forensic techniques applied to digital evidence. However, the data to 

be used is secondary data because this study will illustrate a scenario designed before. The data that 

illustrates the scenario is the result of interviews with the S1 Informatics Engineering Lab laboratory 

assistant who is responsible for three labs (Qosim Nurdin Haka, S.Kom) and the D3 Information 
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Engineering Lab laboratory assistant who is responsible for two labs (Ichwan Tausiq, S.Kom). The 

overview of faculty of engineering network topology given in Fig. 2. 

 

 
Fig. 2. Faculty of Engineering Network Topology 

3. Creating Scenarios 

Researchers create case scenarios to collect evidence of attacks in the form of records detected in 

existing forensic tools by applying forensic techniques. The tools used are Virtual Box, Kali Linux, and 

Router Board. The functions of each tool given in Table I.  

TABLE I. TOOLS IN FORENSIC SCENARIOS 

No Tools Name Function 

1 Virtual Box  Where to install the tools that will be used. 

2 Kali Linux As a means of attack. 

3 Router Board View attack records and attack mitigation. 

4. Applying the NIST Method 

Collection 

At this stage, the identification, labeling and data collection processes were carried out from data sources 

in the form of the results of interviews with S1 Informatics Engineering Lab laboratory assistants and D3 

Information Engineering Lab laboratory assistants. In this section it has explained the Data Collection stage 

(2.1.2) where the network is divided into three parts. All parts are connected to the BSI UNIMMA router. 

Examination 

At this inspection stage the data that has been collected will be processed digitally forensically for the 

Brute Force scenario that has been carried out, and an examination is carried out regarding the order of the 

tools in Table 1. At this stage, checking the contents of digital evidence is also carried out in the form of 

attack records from the tools provided to determine the impact of attacks and patterns of Brute Force attacks. 

Analysis 

At this stage, the analysis process is carried out by checking digital evidence in the form of records from 

the previous process. This stage also performs attack mitigation to determine the difference before and after 

mitigation to measure the average number of packets sent and received. 

Reporting 

This Reporting Stage reports the results of the analysis that has been done before. Reporting includes a 

description of the actions that have been taken, namely analyzing the NIST method, explaining the 
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procedures selected, explaining the tools, and providing recommendations for improving policies, 

procedures, tools, and other aspects of the digital forensic process. 

B. Literature Study 

1. NIST (National Institute of Standards Technology) 

A commonly used method for analyzing digital evidence and obtaining information is to use NIST 

(National Institute of Standards and Technology)[12]. NIST is a non-regulatory government agency under 

the United States Department of Commerce that focuses on advancing measurement science, standards, and 

technology. It has an SP 800-127 technical guide entitled "Guide to Securing Wi-Fi Networks" which 

provides general guidelines and recommendations regarding configuration, authentication, and encryption 

to improve Wi-Fi network security founded in 1901 to increase industrial innovation and competitiveness 

in the United States. 

2. Router 

A router is a hardware device used to connect computer networks, be it a local network or a wide 

network (internet), and a device used to send data packets through a network or the internet to its destination 

[13]. It works by reading the information in the header of the sent data packet and sending it to the correct 

destination network based on that information. It can also be used to redirect network traffic and optimize 

network performance. Routers are often used in companies, educational institutions, or internet service 

providers (ISPs) to connect computer networks and provide access to the internet. 

3. Brute Force 

Brute force is a method of computer security attack that tries all possible combinations of passwords 

until it finds the correct password to access a particular system or account. In a Brute Force attack, the 

attacker will try all possible passwords until he finds the correct one or succeeds in guessing the password 

by testing the most common or easily guessed combinations. Brute force attacks can be carried out manually 

but often use software to automate testing passwords at high speed. Hackers often use brute force attacks 

to break system security, access private accounts, or damage the system. The results of the attack carried 

out with Brute Force on the existing network make the network slow, and all network users will be 

disconnected [14]. 

C. Attack Scheme 

The attack will be carried out in several stages, namely, connecting to the target router and then 

collecting information (information gathering) using the nmap tool. After getting enough information, the 

researcher will make a word list of usernames and passwords based on the information that has been 

obtained. The Fig. 3 is the flow of the attack scheme that will be carried out. 

 
Fig. 3. Attack Scheme 

 The explanation of each step is as follows: 

1. The user/attacker ensure it is connected to the target router. 

2. Explore information about open ports using the nmap tool by entering the target router IP. 

3. After knowing that port 22 is open, the user uses the crunch tool to create a word list for the 

username and password. 
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4. When the word list of usernames and passwords is ready, the user configures the msfconsole 

tools. 

5. Starting an attack with the msfconsole tools 

6. Mitigate attacks by blocking or limiting the number of logins. 

D. Application of the NIST (National Institute of Standards Technology) Method 

1. Collection 

This stage carries out labeling on one of the routers in the informatics engineering lab with the data 

sources that have been obtained previously. 

1. The user/attacker ensures it is connected to the target router by entering the “ifconfig” 

command. See the detail of target router connection in Fig. 4.  

 
Fig. 4. Target Router Connection 

2. Explore information about open ports using the nmap tool by entering the target router IP. 

 
Fig. 5. Information Gathering with Nmap tools 

 

Extracting this information aims to find out which ports are open. Because this research will use a Brute 

Force attack, the port to be attacked is port 22/tcp with open status and ssh service. Can be seen in Figure 

5. 

2. Examination 

After getting data from open IP addresses and ports, data processing will be carried out using the tools 

that have been prepared by making a word list of user names and passwords. Then enter msfconsole to 

configure Brute Force tools. 

Make a Word List 

a. Word List username 

Word list usernames are created using the “crunch” tool by entering five letters of the alphabet at random 

with a maximum of five character combinations, and a total of 3125 words is obtained (Fig. 6). To shorten 

the time for Brute Force, 15 words are sorted (Fig. 7). 

 

 
Fig. 6. Create a Word List of usernames 
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Fig. 7. Sort usernames 

b. Word List password 

Word list passwords are generated using the “crunch” tool by entering five letters of the alphabet and 

two numbers randomly with a maximum of seven character combinations, and a total of 823543 words are 

obtained (Fig. 8). To shorten the time in doing Brute Force, 15 words are sorted (Fig. 9). 

 

 
Fig. 8. Create a word list of passwords 

 
Fig. 9. Sort password 

Configure Brute Force Tools 

Enter msfconsole by entering the script "msfconsole" (Fig. 10). Fig. 11 shows that the user is already in 

msfconsole. Enter the ssh module using the command "use auxiliary/scanner/ssh" then use the "use 7" 

command to call the ssh_login module as shown in Fig. 12. Set RHOSTS with the target router IP address 

192.168.6.1, as shown in Fig. 13. Set PASS_FILE with the file location address 

“/home/kripsi/password.txt” as shown in Fig. 14, and set USER_FILE with the file location address 

“/home/kripsi/username.txt” as shown in Fig. 15. Set VERBOSE to true to display failed results. Results 

that failed (failed) with a [-] sign can be seen in Fig. 18. 

 
Fig. 10. Command Enter msfconsole 

 
Fig. 11. Enter msfconsole 
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Fig. 12. Ssh Module view 

 
Fig. 13. Set RHOSTS 

 
Fig. 14. Set PASS_FILE 

 
Fig. 15. Set USER_FILE 
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Fig. 16. Set VERBOSE 

 
Fig. 17. run command 

 
Fig. 18. Successful Attack 

 
Fig. 19. Scanned Complete 

Executing a Brute Force attack with the run command (Fig. 17) will display a script with several signs: 

[-], which means the username and password failed (do not match), [+] means the username and password 

match or the attack was successful and [*] means one open SSH session (Fig. 18). A script will appear like 

in Fig. 19 when the attack is complete. 

III. RESULTS AND DISCUSSION 

A. Analysis 

Evidence of the attack recorded on the router board log page shows multiple login requests from the IP 

address 192.168.6.250, on the same date and time, namely March 3, 2023, at 10:28:41, and so on. At 

10:28:46 the attacker managed to gain entry. It will have an impact on the login data security system from 

the router admin because the attacker can find out the username and password used so that he can hack the 

device. It will significantly disrupt academic activities in the UNIMMA Faculty of Engineering lab. The 

attack’s proof given in Fig. 20. 

 
Fig. 20. Attack Proof 
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3. Attack Mitigation 

Setting Firewall 

To protect against Brute Force attacks, the router board can be changed to its firewall settings with a 

maximum of three logins (Fig. 21). 

 
Fig. 21. Setting Firewall 

Mitigation Results 

The mitigation results show that the attempted attack was blocked on the fourth attempt because the 

firewall settings are limited to a maximum of three logins (Fig. 22). Fig. 23 shows three attempts to log into 

the router board access. 

 
Fig. 22. Blocked Attack 

 
Fig. 23. Blocked Attack Logs 

B. Reporting 

The analysis stage shows the attack’s results before and after it has been mitigated on the router board 

firewall settings. Prior to mitigation, the attacker's username and password could be accessed with IP 

192.168.6.250 via ssh. The perpetrator attacked on March 3, 2023 at 10:28:41, and managed to access the 

username and password at 10:28:46 (Fig. 20). This could mean that a foreign party had compromised or 

hacked the login system. After mitigating the attack, the perpetrator can only try to log in three times. 

IV. CONCLUSION 

Based on the results of the research that has been done, it can be concluded that the router (lab router), 

which is an additional router to the main router (Information System Bureau-BSI router), is vulnerable to 

Brute Force attacks, just like the router in lab S1. However, attackers can be detected using router board 

logs, both the IP address and the time of the attack to secure it requires firewall settings. After mitigating 

the attack, the perpetrator can only try to log in three times. It is very useful for the UNIMMA Faculty of 
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Engineering as information to strengthen security systems on computer networks and as material for future 

consideration. 
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