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Abstract 
Many server attacks disrupt industrial or business operations. Attacks that flood bandwidth with simultaneous requests can overwhelm 
a system, leading to significant downtime and financial losses. Additionally, breaches that compromise sensitive data can damage a 

company's reputation and erode customer trust. DDoS attacks, or Distributed Denial of Service attacks, are among the most common 

types of server attacks. DDoS has been proven to cause server downtime, and one effective way to mitigate this attack is to detect and 
classify it using a machine learning approach. The K-Nearest Neighbor (KNN) algorithm, a simple yet effective classification method 

based on similarity measures, is known for its high accuracy. The current research builds upon two stages: the feature extraction stage 

and the classification stage, with the ultimate goal of improving the accuracy of DDoS identification using the CICDDoS2019 dataset. 
Based on this premise, the detection accuracy can be improved by enhancing these two stages. At a value of k equal to 3, this study 
produces an accuracy of 99.73%. 
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I. INTRODUCTION 

istributed denial-of-service (DDoS) is a type of attack that has been around since the 1990s [1],[2]. In 

recent years, the number of network-based threats, including the volume and intensity of DDoS, has 

increased significantly. DDoS attacks generally do not exploit security vulnerabilities in a targeted 

network system; instead, DDoS attacks aim to disrupt services available in the target network by flooding 

the target's bandwidth or overloading the processing capacity of the target's server system [3]. On the other 

hand, the decrease in processing capacity of the network server system is not only caused by DDoS attacks 

but also by the presence of flash crowds. A flash crowd is not an attack, but rather a situation where there 

is a sudden and significant increase in network traffic, causing it to become inaccessible for a certain period 

of time [4]. 

D 
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Fig. 1. DDoS Attack Prediction 2018-2023 

Based on Figure 1, there is a significant upward trend from 2018 to 2023. This increase indicates that 

threats to cybersecurity, especially those that disrupt the target network server system by overloading, are 

becoming increasingly worrying from year to year [5]. DDoS attacks are currently still classified as one of 

the most popular types of attacks on cybersecurity issues [6]. The impact of this attack generally includes 

increased bandwidth usage, server resource consumption, disruption to data integrity and availability, and 

potential threats to the confidentiality of data stored on the server [7],[8]. Given the magnitude of the impact 

caused, early detection is a crucial key to minimizing the impact of this DDoS attack [9]. One of the primary 

efforts to minimize DDoS attacks is to implement an Intrusion Detection System (IDS) on the server, which 

monitors the flow of data packets entering the internal network or vice versa [10],[11]. Detection techniques 

in IDS continue to develop to deal with various modern techniques and tools attackers use. Currently, many 

IDSs rely on signature and anomaly-based detection models, which have proven effective in recognizing 

known attack patterns and deviant network behavior [12]. Although this technique can produce a high false-

positive rate, it demonstrates the system's sensitivity in detecting various potential threats [13]. Technically, 

signature-based IDS and anomaly-based IDS work by monitoring the flow of data packets entering or 

leaving the internal network, providing a quick response to suspicious activity [14],[15]. When detecting 

activity that does not match the embedded signature database, the IDS will provide a notification or flag as 

an initial mitigation step [6],[16]. To improve the accuracy of predictions in identifying attacks, various 

machine learning-based approaches, such as the KNN algorithm, have also begun to be adopted. 

The K-Nearest Neighbor (KNN) algorithm is a non-parametric machine learning method that offers 

several advantages, particularly due to its flexible parameter settings. Unlike parametric algorithms that 

rely on several assumptions and fixed parameters, KNN uses parameters that can be dynamically increased 

according to the complexity and amount of data available. This approach is very useful in situations where 

the data structure is not known with certainty or tends to change [17],[18]. The KNN algorithm is also lazy 

learning [19], which means it does not use training data to create a model. In short, the KNN algorithm has 

no training phase, although if one exists, it is minimal. All training data is used in the testing phase. This 

makes the training process faster and the testing phase slower, and tends to be 'expensive' in terms of time 

and memory. In the worst case, KNN takes more time to scan all data points [20]. This process will also 

require more memory to store training data. KNN is known as one of the simplest algorithms in machine 

learning for regression and classification tasks. This algorithm follows the principle of “birds of a feather 

flock together” in determining the class of new data [21], assuming that similar data will be nearby. 

Therefore, KNN classifies new data based on the similarity or distance to existing data and assigns the data 

to the most common class among its nearest neighbors [22]. 
The calculation of the distance between two points in the KNN algorithm uses the Euclidean Distance 

method, which can be applied to one-dimensional space (1-dimensional space), two-dimensional space (2-

dimensional space), or multi-dimensional space (multi-dimensional space) [23]. One-dimensional space 

means that the distance calculation only uses one independent variable, two-dimensional space involves 

two independent variables, and multi-dimensional space involves more than two variables. Classification 

in the KNN algorithm is based on a distance function that measures the difference or similarity between 

two samples. The standard Euclidean distance 𝑑(𝑥, 𝑦) between two points can be calculated using the 

following formula, as shown in Equation (1). 
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dis (𝑥1, 𝑥2) = √∑ (𝑋1𝑖
− 𝑋2𝑖

)𝑛
𝑖=0     (1) 

 

Describe : 

𝑑𝑖𝑠   : Euclidean distance between two points 

𝑥1  : starting point  

𝑥2  : end point  

𝑖   : feature index -i  

𝑛   : amount or dimension of data 

 

The general architecture of the KNN algorithm is shown in Figure 2. The input layer consists of an input 

signal vector 𝑥. Calculations are performed between the input signal vector k and the neighbors 𝑛 in the 

hidden layer 𝑦. The output neuron then sums the linear outputs 0 of the neurons in the hidden layer. The 

results of the study [24] also showed that the KNN algorithm can provide a high detection rate and a low 

false positive rate. The approach using KNN in the study [25] also proved to be very effective in detecting 

DDoS attacks. 

 

 
Fig. 2. Block diagram of the KNN model for DDoS attack classification. 

Several previous studies on DDoS detection and classification have employed various algorithms aimed 

at improving the accuracy rate. Research [26] states that feature engineering focuses on obtaining datasets 

of various dimensions with significant features, utilizing feature selection methods such as recursive feature 

elimination, the chi-square (𝜒2) test, and the information gain score. In experiments conducted on DDoS 

datasets, the K-Nearest Neighbor algorithm showed the best overall performance, followed by SVM. 

Meanwhile, low-dimensional datasets with discrete-type features performed better under the Random 

Forest model compared to high-dimensional datasets with numeric features. The experiments demonstrated 

that a reduction of approximately 68% in feature space was achievable, with an impact of only about 0.03% 

on accuracy. Further research [27] developed a deep classification model using data streams to detect slow 

DoS attacks on HTTP. The classifier evaluated using the CICIDS2017 dataset showed an accuracy of 

99.61%. 

Additionally, research [28] proposed a new, explainable, and adaptable learning-based DDoS detection 

and classification method. The method first uses a modified KNN algorithm to detect DDoS attacks, then 

applies risk-level sorting through fine-grained traffic classification. This method generates a risk profile 

that provides interpretability for filtering DDoS traffic and does not require retraining the detection model 

when applied to a new network environment. Users can leverage various prior knowledge to develop the 

model. This study evaluated the approach in both simulated and real-world environments, demonstrating 

its effectiveness and efficiency with an accuracy rate of 98.4%. 

Meanwhile, research [8] developed a DDoS detection model using the KNN algorithm to improve 

accuracy. This study will use the CICDDoS2019 dataset, which consists of 50,063,112 logs (where 

50,006,249 rows are DDoS attacks and 56,863 rows are normal traffic). The dataset encompasses various 

DDoS attacks, including NTP, DNS, LDAP, and others. The dataset contains one class attribute and 88 
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features used to determine whether a packet is genuine or malicious. The application of the KNN algorithm 

to the data is expected to increase the accuracy in solving classification problems by utilizing a dataset 

consisting of DDoS attack data packets and normal data packet flows. Therefore, this study aims to develop 

a DDoS attack classification model based on the KNN algorithm, utilizing preprocessing techniques such 

as dimension reduction and feature selection to enhance the process of identifying and effectively handling 

DDoS attacks. The difference with research no. 28 is regarding DDoS detection, namely the use of its 

Dataset and different accuracy results, it is shown that in research 28 the dataset used CICIDS2017 and the 

accuracy results were 99.61% while in this study using the CICIDS2019 dataset is more recent because 

attacks continue to develop and the accuracy results are 99.7%. In addition, the use of features from this 

study is achieved through feature selection from 88 selected features, specifically 15 features that have a 

major influence on the accuracy results, thereby impacting the future success of DDoS detection. 

II. RESEARCH METHOD  

A. Literature Study  

At this stage, tools and methods for the research are prepared based on the synthesis of the literature 

review results, particularly from previous studies.  

B. Dataset  

At this stage, data collection is conducted that is relevant to the research being carried out. The dataset 

is obtained from online sources, namely datasets that have been published on the internet. The dataset 

obtained is then divided into two parts: one for training the machine learning model and the other for testing 

or validating the model. This data is divided into two parts in this algorithm, with 70% allocated for training 

and 30% for testing, because research on [29] error rates shows that these ratios yield lower error rates than 

the 80/20 and 60/40 ratios. 

C. Data Preprocessing 

Before building the model, a data preprocessing stage was conducted, which included data cleaning and 

feature transformation. The data cleaning process aims to improve the quality and reliability of the dataset 

by removing duplicates, handling missing values, and eliminating outliers. Duplicate records were 

identified and removed to avoid bias in the classification results. Missing values were addressed using 

imputation techniques such as mean or mode replacement, depending on the attribute type [30]. Outliers 

were detected and treated using the interquartile range (IQR) method and z-score analysis to prevent 

distortion in distance calculations, which is particularly important for the k-NN algorithm [31] 

D. Feature Selection  

At this stage, an optimal feature selection method is proposed to extract the most relevant attributes for 

anomaly detection. Feature selection techniques, such as Chi-Square and Information Gain, were employed 

to identify features that significantly contribute to classification performance. Additionally, a feature 

weighting strategy was applied to enhance the influence of features that exhibit a strong correlation with 

the target class during distance calculation in the k-NN algorithm. This approach allows more 

discriminative features to play a larger role in decision-making. A comparative evaluation was conducted 

between the weighted-feature k-NN and the baseline k-NN model to assess improvements in accuracy and 

recall. Although data normalization was not applied in this study, a feature analysis was performed to 

examine the contribution of individual attributes to the model’s predictive performance. See Table I. 

TABLE I. SELECTED FEATURES 

No Feature No Feature No Feature 

1 ct_srv_dst 6 dpkts 11 dwin 

2 ct_srv_src 7 ct_src_ltm 12 swin 
3 ct_dst_src_ltm 8 ct_dst_sport_ltm 13 stopb 

4 ct_src_dport_ltm 9 dloss 14 dtopb 

5 ct_dst_ltm 10 dbytes 15 spkts 
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Fig. 3. Selected feature with the biggest impact. 

E. KNN Algorithm   

This stage involves preparing the parameters that will be used to train and test the machine learning 

model. The parameters prepared include training time, the number of epochs used, the kernel used, and 

others. At this stage, training is also conducted on machine learning using previously prepared parameters. 

At this stage, testing is also conducted on the trained KNN model using the test data that has been prepared 

and extracted. 

The KNN algorithm itself is the simplest supervised Machine Learning (ML) algorithm that utilizes the 

idea of “feature similarity” to predict the class of a particular data sample. This algorithm identifies sample 

points based on their neighboring points by calculating the distance between each pair of them. Standard 

distance metrics used include Euclidean distance, which directly affects classification outcomes. In the 

KNN algorithm, the parameter k has a significant impact on the model's performance. If the k value is very 

small, the model may experience over-fitting, as it becomes sensitive to noise in the training data. While 

choosing a very large k value can result in misclassification, as the algorithm may include too many distant 

neighbors that do not belong to the same class. Therefore, determining the optimal k is essential and is 

typically done through empirical testing or cross-validation. 

Recent studies, such [30-32] have demonstrated that the KNN algorithm, when applied with proper 

parameter selection and feature optimization, can achieve robust performance in DDoS detection tasks. 

These findings highlight the practical relevance and flexibility of KNN in cybersecurity classification 

problems. 

F. Confusion Matrix  

At this stage, the classification of normal traffic and attack traffic is performed, and the performance 

measurement of the detection model is conducted. Classification is carried out using the KNN algorithm. 

The evaluation of classification performance in Table II utilizes several metrics, including Accuracy, 

Recall, Precision, and F1-score. Choosing the right evaluation metric is crucial for objectively assessing 

model performance. Precision (P), Accuracy (A), recall (R), and F1-score (F1) are the main indicators used 

to calculate the precision value, which represents the proportion of correct positive predictions, with a value 

range of 0 to 1 [23],[33].  

TABLE II. CONFUSION MATRIX 

Matrix Describe 

Accuracy Accuracy = [
TP

TP + TN
] × 100 

 

Precision Precision = [
TP

TP + FP
] × 100 

 



MUHAMMAD NUR FAIZ ET. AL. / 2025, 7 (2):173-182 
Classification of DDoS Attacks based on Network Traffic Patterns Using the k-Nearest Neighbor (k-NN) Algorithm   178 

  

 

Matrix Describe 

Recall Recall = [
TP

TP + FN
] × 100 

 

F1-Score 𝐹1 = 2( 
precision ×  recall

precision + recall
 ) 

III. RESULTS AND DISCUSSION 

The results of the KNN study using the CICDDoS2019 dataset with DNS filters are presented in Figure 

3. 

 

 

Fig. 4. CICDDoS2019 dataset with DNS filter 

Figure 4 presents the dataset used in this study, formatted in CSV. The dataset comprises 88 features, 

which were later simplified by calculating a bias index per block based on selected features identified 

through the feature selection process. The dataset consists of 30,618 records labeled as DDoS traffic and 

3,402 records representing normal traffic. For classification using the k-NN algorithm, the dataset was split 

into two subsets: 70% for training and 30% for testing. To reduce the potential for sampling bias, data 

partitioning was performed using a randomized splitting function. 

In addition to the k-NN approach, experiments were also conducted using neural network models with 

different training algorithms. The architecture employed a sigmoid tangent (tansig) transfer function in the 

hidden layer and a pure linear (purelin) function in the output layer. The neural network was trained using 

two optimization algorithms available in MATLAB: the Quasi-Newton method (trainlm) and the Resilient 

Backpropagation method (trainrp). The training process utilized the following parameters: maximum 

epochs = 10,000, performance goal = 0.01, performance function = Mean Squared Error (MSE), maximum 

validation failures = 5, minimum gradient = 1.00e-10, and initial mu = 1.00e+10. The training outcomes 

for both methods are illustrated in Figure 5 and Figure 6, respectively. 

 

 

Fig. 5. CICDDoS2019 dataset with DNS filter 
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In Figure 5 (Quasi-Newton/trainlm), the MSE (Mean Squared Error) curve drops rapidly from nearly 

1.0 in the early epochs to approximately 0.1 within the first few iterations. After about epoch 10, the rate 

of decrease slows but remains steady until reaching the Best Validation Performance of 0.010365 at epoch 

46 (marked by the green circle). The training (blue), validation (green), and test (red) curves remain closely 

aligned without significant divergence after the best epoch, demonstrating that the model generalizes well 

and does not overfit. This behavior supports the high accuracy values observed (99.6 % on the full dataset 

and 99.4 % on the selected-features subset). 
 

 

Fig. 6. CICDDoS2019 dataset with DNS filter 

In Figure 6 (Resilient-Propagation/trainrp), the MSE also falls quickly from around 1.0 to 0.1 during 

the initial few hundred epochs. Still, the model requires 1,382 epochs to reach its Best Validation 

Performance of 0.029132. After this point, the validation and test curves remain stable with no spikes in 

MSE that would indicate overfitting. Although the final validation MSE (≈ 0.0291) is higher than that 

achieved by trainlm (≈ 0.0104), the trainrp method still yields slightly higher classification accuracy (99.8% 

and 99.7%). This indicates that, despite its slower convergence, the more conservative weight updates in 

trainrp effectively maintain stability and enhance classification performance. 

All training results indicate that no overtraining was encountered in the k-NN scheme. The Quasi-

Newton training function (trainlm in MATLAB) achieves the highest accuracy of 0.996 (99.6%) on the full 

CICDDoS2019 dataset and 0.994 (99.4%) on the dataset with selected features, as shown in Figures 5 and 

6. Meanwhile, training with the Resilient-Propagation method (trainrp in MATLAB) yields an accuracy of 

0.998 (99.8%) on the CICDDoS2019 dataset and 0.997 (99.7%) on the dataset with selected features, 

confirming that both methods can maximize classification performance without any signs of overfitting. 

 

Fig. 7. Example of a Figure 
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Figure 7 summarizes the results of our KNN experiments using a subset of 15 carefully selected features. 

When comparing three different values of 𝑘 (𝑘 = 1, 3, 5), the configuration with 𝑘 = 3 outperforms the 

others. Specifically, with 𝑘 = 3, the model achieves an overall accuracy of 99.7 %, correctly classifying 

nearly all samples in both the DDoS and normal categories. Its recall (measuring the proportion of actual 

DDoS attacks detected) reaches 98.4%, meaning that very few attacks go unnoticed, while its specificity of 

99.8% indicates almost no false alarms on benign traffic. In addition, the precision for 𝑘 = 3 is 99.8 %, 

demonstrating that nearly every packet flagged as an attack truly is one. These values combine to yield an 

F1-score of 99.5%, reflecting an excellent balance between detecting attacks and avoiding false positives. 

For comparison, 𝑘 = 1 yields a lower accuracy of 99.3 %, recall of 98.1 %, specificity of 99.7 %, and 

precision of 99.1 %, while 𝑘 = 5 reaches 99.4 % accuracy, 97.9 % recall, 99.5 % specificity, and 99.3 % 

precision. Taken together, these results demonstrate that KNN with 𝑘 = 3 provides a simple yet highly 

effective approach for classifying DDoS traffic, achieving a very high overall accuracy of 99.7 %. 

 

IV. CONCLUSION 

The study demonstrates that a K-Nearest Neighbors (KNN) classifier using just 15 carefully selected 

features and 𝑘 = 3 can detect DDoS attacks with outstanding performance (99.7 % accuracy, 99.8 % 

precision, 98.4 % recall, and a 99.5 % F1-score) outperforming 𝑘 = 1 and 𝑘 = 5. Neural-network models 

trained with Quasi-Newton (trainlm) and Resilient-Propagation (trainrp) also achieved over 99 % accuracy 

on both full and reduced-feature datasets without signs of overfitting. These results directly support the 

claim that feature reduction combined with an optimal 𝑘 value yields a lightweight yet highly accurate 

detection framework, as the confusion-matrix metrics and convergence curves corroborate all stated 

performance figures. 

These findings align with previous research asserting that distance-based classifiers benefit enormously 

from effective feature selection, and they reaffirm that trainlm typically converges faster with lower 

validation error than trainrp. By showing that a simple KNN model (when tuned with an optimal 𝑘 and a 

minimal feature set) can match or exceed more complex architectures, this work advances the field by 

offering a transparent, resource-efficient baseline for real-time DDoS detection. 
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